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Abstract of JP1 1338947 
PROBLEM TO BE SOLVED: To provide a 
service capable of a transaction as long as a 
user is the person himself or herself even 
when the user forgets the password number 
does not or carry a bankbook and a card by 
adding individual confirmation by the individual 
authentication information such as a fingerprint 
or the like to a present system. 
SOLUTION: A user who registers the 
individual authentication information of the 
fingerprint or the like can perform the 
transaction by a financial transaction terminal 
4 provided with a fingerprint sampling function 
even in the case of forgetting the identification 
number and the case of not carrying the 
bankbook and the card. A calculation center is 
provided with a data base 1 for individual 
authentication storing name, individual 
authentication information, account number 
and identification number and individual 
authentication means 5 in addition to a pass 
password number data base 2, a ledger data 
base 3, a collation means 6 and a transaction 
execution means 7. In the case of the 
transaction without the bankbook and the card, 
the inputted name and a sample fingerprint 
feature are transferred to the individual 
authentication means 5 and collated with the 
individual authentication information retrieved 
by the name, and when they match with each 
other, the pertinent account number and 
password number are sent to the collation 
means 6, and thereafter, the password number 
is collated and the transaction is performed by 
a normal procedure. In the case of forgetting 
the password number, the bankbook and the 
card are inserted, the fingerprint is inputted 
and the transaction is performed. 
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[SCOPE OF CLAIMS] 

[CLAIM 1] A financial transaction system utilizing 
personal authentication, comprising: a personal 
authentication database in which personal authentication 
information used to verify personal identity, account 
numbers, and passwords are stored with a personal name as a 
main search key; a password database in which passwords are 
stored in a one-to-one correspondence with account numbers; a 
ledger database in which financial transaction information 
for each account number is stored; a financial transaction 
terminal equipped with a function to capture personal 
authentication information and to transfer the same for 
matching against the personal authentication database; 
personal authentication means for verifying the personal 
identify by referring to the personal authentication database 
based on the personal name or account number and the personal 
authentication information transferred from the financial 
transaction terminal, and for outputting both the account 
number and the password or only the password; matching means 
for verifying the account number and the password received 
from the financial transaction terminal or the personal 
authentication means by matching the same against the 
password database; and transaction executing means for 
executing a transaction request received from the financial 
transaction terminal by referring to the ledger database when 
the verification is done by the matching means. 

[CLAIM 2] A financial transaction system utilizing 
personal authentication as claimed in claim 1, wherein the 
personal authentication database and the personal 
authentication means are provided in common to a plurality of 
financial institutions, and wherein financial institution 
identifying information is stored as an auxiliary search key 
in the personal authentication database. 

[CLAIM 3] A financial transaction system utilizing 
personal authentication as claimed in claim 1, wherein the 
personal authentication database and the personal 
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authentication means are provided in a personal 
authentication organization specializing in personal 
authentication operations, and wherein the information for 
matching against the personal authentication database is 
transferred to the personal authentication organization via 
an open network, while the account number and the password 
entered from the financial transaction terminal are 
transferred to the matching means via a leased line. 

[CLAIM 4] A financial transaction system utilizing 
personal authentication, comprising: a personal 
authentication database in which personal authentication 
information used to verify personal identity and passwords 
are stored with account number as a main search key; a 
password database in which passwords are stored in a one-to- 
one correspondence with account numbers; a ledger database in 
which financial transaction information for each account 
number is stored; a financial transaction terminal equipped 
with a function to capture personal authentication 
information and to transfer the same for matching against the 
personal authentication database; personal authentication 
means for verifying the personal identify by referring to the 
personal authentication database based on the account number 
and the personal authentication information transferred from 
the financial transaction terminal, and for outputting the 
password; matching means for verifying the account number and 
the password received from the financial transaction terminal 
or the personal authentication means by matching the same 
against the password database; and transaction executing 
means for executing a transaction request received from the 
financial transaction terminal by referring to the ledger 
database when the verification is done by the matching means. 

[CLAIM 5] A financial transaction system utilizing 
personal authentication as claimed in claim 4, wherein the 
account number includes financial institution identifying 
information, and wherein the personal authentication database 
and the personal authentication means are provided in common 
to a plurality of financial institutions. 
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[CLAIM 6] A financial transaction system utilizing 
personal authentication as claimed in claim 1, 2, 3, 4, or 5, 
wherein the personal authentication information is 
fingerprint information . 

[PROBLEM TO BE SOLVED BY THE INVENTION] As described above, 
the current financial transaction system which uses bankbooks 
or cash cards in conjunction with passwords affords 
convenience to customers while ensuring security, but there 
remains the problem to be solved, in that even a legitimate 
customer cannot conduct a financial transaction if he forgets 
his password or if he does not carry a bankbook or a cash 
card with him. 

[0006] One possible approach to solving the above problem 
would be to use a fingerprint for personal verification, but 
the method of Japanese Utility Model No. 3043061, described 
above, that registers fingerprint information in a cash card 
cannot address the situation unless the customer carries the 
cash card with him, while the method of Japanese Utility 
Model Publication No. H01-127051 which uses a fingerprint in 
conjunction with a password cannot address the situation if 
the customer forgets his password. 

[0007] An object of the present invention is to provide a 
financial transaction system utilizing personal 
authentication that can provide improved services to 
customers; to achieve this, a personal verification scheme 
utilizing personal authentication information such as a 
fingerprint unique to each individual person is used in 
combination with the current system, with provisions made, 
for example, to allow the legitimate customer to conduct a 
financial transaction even when he forgets his password or 
when he does not carry a bankbook or a cash card with him. 

[Embodiments of the Invention] Next, embodiments of the 
present invention will be described with reference to the 
drawings . 

[0015] Figure 1 is a block diagram showing the configuration 
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of a first embodiment of the present invention. The 
embodiment shown in Figure 1 concerns the basic configuration 
of the financial transaction system utilizing personal 
authentication according to the present invention, which 
comprises: a personal authentication database 1 in which 
personal authentication information such as fingerprints is 
stored; a password database 2 in which passwords are stored 
in a one-to-one correspondence with account numbers; a ledger 
database 3 in which financial transaction information for 
each account number is stored; a financial transaction 
terminal 4 equipped with a function to capture and transfer 
personal authentication information such as a fingerprint; a 
personal authentication means 5 which verifies a person 1 s 
identify by referring to the personal authentication database 
1 based on the person's name or account number and the 
personal authentication information transferred from the 
financial transaction terminal 4, and outputs both the 
account number and the password or only the password; a 
matching means 6 which verifies the account number and the 
password received from the financial transaction terminal 4 
or the personal authentication means 5 by matching them 
against the password database 3; and a transaction executing 
means 7 which, when the verification is done by the matching 
means 6, executes a transaction request received from the 
financial transaction terminal 4 by referring to the ledger 
database 3 . 

[0016] Of the above constituent elements, the personal 
authentication database 1, the password database 2, the 
ledger database 3, the personal authentication means 5, the 
matching means 6, and the transaction executing means 7 are 
installed in a data processing center of a financial 
institution such as a bank, and are connected via a leased 
line to the financial transaction terminal 4 which is 
installed in the bank's head office, or in each branch 
office, for use by customers. The financial transaction 
terminal 4 is a terminal from which a customer with 
preregistered personal authentication information such as a 
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fingerprint can conduct a transaction even when he forgets 
his password or when he does not carry a bankbook or a cash 
card with him; the terminal is equipped, in addition to the 
functions of the conventional automated teller machine, with 
a fingerprint capturing section for capturing a fingerprint 
and a feature analyzing section for analyzing the captured 
fingerprint image and thereby extracting fingerprint 
features. Though not shown in Figure 1, conventional 
automated teller machines that enable customers to make 
transactions using bankbooks, cash cards, and passwords are 
also installed in the bank's head office and branch offices 
for use by customers* 

[0017] The personal authentication database 1 is a database 
in which personal authentication information of preregistered 
customers is stored; the database stores the personal 
authentication information, account numbers, and passwords 
with personal name as the main search key, and also allows a 
search to be conducted using an account number as the search 
key . 

[0018] Operation in Figure 1 will be described below. 
First, in the case of a usual financial transaction that uses 
a bankbook, cash card, and password, the account number 
recorded on the bankbook or cash card that the customer 
inserted and the password that the customer entered from the 
keyboard are transmitted from the financial transaction 
terminal 4 to the matching means 6. The matching means 6 
matches the account number and the password received from the 
financial transaction terminal 4 against the password 
database 2 and, upon verification, instructs the financial 
transaction terminal 4 to enter a transaction request (the 
amount of money to be withdrawn) and passes the account 
number and the transaction request received from the 
financial transaction terminal 4 on to the transaction 
executing means 7. The transaction executing means 7 refers 
to the ledger database 3 and, if the transaction is possible, 
then updates the ledger database 3 and sends a transaction 
permit notification to the financial transaction terminal 4. 
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Thereupon, the financial transaction terminal 4 dispenses 
cash in the requested amount, thus completing the financial 
transaction. When the bankbook is inserted, the transaction 
is also recorded on the bankbook, 

[0019] Next, a description will be given of how the customer 
with preregistered personal authentication information 
conducts a financial transaction when he does not carry a 
bankbook or a cash card with him. The customer selects a 
personal-authentication-based transaction (a transaction 
based on the verification of the personal authentication 
information) on the financial transaction terminal 4, and 
enters his name from the keyboard as well as his fingerprint 
by pressing his predesignated finger onto the fingerprint 
capturing section. The financial transaction terminal 4 
extracts fingerprint features by analyzing the fingerprint 
image captured by the fingerprint capturing section, and 
transmits the extracted fingerprint features as the personal 
authentication information to the personal authentication 
means 5 together with the name that the customer entered. 
The personal authentication means 5 searches the personal 
authentication database 1 by using the received name, and 
checks the received personal authentication information 
against the personal authentication information that matches 
the name. If there are a plurality of preregistered 
customers with the same name, the received personal 
authentication information is matched against a plurality of 
pieces of personal authentication information to find a 
match. If a match is found as a result of the matching, the 
account number and the password corresponding to the matching 
personal authentication information are transferred to the 
matching means 6. The matching means 6 matches the account 
number and the password transferred from the personal 
authentication means 5 against the password database 2 and, 
upon verification, instructs the financial transaction 
terminal 4 to enter a transaction request, and the financial 
transaction is then executed by the transaction executing 
means 7 in the same manner as in the usual financial 
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transaction performed using the bankbook or the cash card. 
If the same customer has a plurality of accounts, then the 
kinds of the accounts, the account numbers, etc. are 
displayed on the screen of the financial transaction terminal 

4 from which the customer makes a selection. 

[002 0] Here, suppose that the customer forgets his password 
though he carries a bankbook or a cash card with him; in this 
case, the customer inserts the bankbook or the cash card into 
the financial transaction terminal 4, and enters his 
fingerprint from the fingerprint capturing section. In this 
case, the personal authentication means 5 searches the 
personal authentication database 1 by using the account 
number transferred from the financial transaction terminal 4, 
and can thus verify the personal authentication information 
in a single matching operation; even if there are many 
preregistered customers with the same name, verification of 
the customer's identity can be finished in a short time. 
After the verification, the received account number and its 
associated password are transferred to the matching means 6 
where the same processing as earlier described is performed. 
At the same time, processing may be performed to transfer the 
password to the financial transaction terminal 4 for 
notification to the customer. Here, provisions may be made 
to only notify the customer of the password but not perform 
any financial transactions. 

[0021] As described above, in the current financial 
transaction system that uses bankbooks or cash cards in 
combination with passwords, the personal authentication means 

5 and the personal authentication database 1, in which 
personal authentication information, account numbers, and 
passwords are stored with personal name as the main search 
key, are additionally installed. in the data processing 
center, and at least one financial transaction terminal 4 
equipped with the fingerprint capturing section is 
additionally installed in each branch office as well as in 
the head office; this makes it possible to offer a new 
service that enables any customer with preregistered 
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fingerprint or other personal authentication information to 
conduct a financial transaction even when he forgot his 
password or when he does not carry a bankbook or a cash card 
with him. Furthermore, by registering the personal 
authentication information in the personal authentication 
database 1 with personal name as the main search key, it 
becomes possible to accomplish the authentication in a short 
time by limiting the scope of matching even when the customer 
does not carry a bankbook or a cash card with him. 
[0022] The above description has dealt with the case where 
the personal authentication information, account numbers, and 
passwords are stored in the personal authentication database 
with personal name as the main search key, thereby enabling 
any preregistered customer to conduct a financial transaction 
even when he does not carry a bankbook or a cash card with 
him; on the other hand, if the service is to be provided only 
for the case where the customer forgot his password, the 
personal authentication information and the passwords should 
be stored in the personal authentication database with 
account number as the main search key. 

[0023] Further, by using the personal authentication 
database, a new service such as the service that enables the 
customer to open his own special account nobody else can use 
can be provided in addition to the above-described services 
provided for the case where the customer forgot his password 
or where he does not carry a bankbook or a cash card with 
him. Fingerprints are the most commonly used personal 
authentication information that can be utilized to verify 
customer identify, but instead of fingerprints, use may be 
made of other characteristics such as retina patterns, voice 
prints, or signatures (handwriting). 

[0024] Figure 2 is a block diagram showing the configuration 
of a second embodiment of the present invention. This 
embodiment concerns the case where a single personal 
authentication database is installed so as to be shared among 
a plurality of financial institutions cooperating in 
automatic cash depositing/dispensing operations. A personal 
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authentication means 5c and a personal authentication 
database lc are installed in a joint CD center 50 which is 
connected to an A bank center 20 and a B bank center 40 via 
respective leased lines. The A bank center 20 and the B bank 
center 40 each include a password database 2a f 2b, a ledger 
database 3a, 3b, a matching means 6a, 6b, and a transaction 
executing means 7a, 7b, as in the data processing center of 
the first embodiment shown in Figure 1, and financial 
transaction terminals 4a and 4b are installed in the A bank's 
head office or branch office 10 and the B bank's head office 
or branch office 30, respectively, which are connected to the 
A bank center 20 and the B bank center 40 via respective 
leased lines. 

[0025] Information associated with the personal- 
authentication-based transaction being conducted from the 
financial transaction terminal 4a or 4b, whether it be an 
intra-bank transaction or an inter-bank transaction, is 
transmitted to the joint CD center 50 via the A bank center 
20 or the B bank center 40, respectively, and passed to the 
personal authentication means 5c via a connecting switch 8. 
Using the customer name (or account number) thus transferred, 
the personal authentication means 5c searches the personal 
authentication database lc for information that matches the 
personal authentication information; if matching information 
is found, the personal authentication means 5c extracts the 
corresponding account number and password, checks bank 
identifying information included in the account number, and 
transmits the account number and the password to the data 
processing center of the corresponding bank (the A bank 
center 20 or the B bank center 40)- At the data processing 
center, the matching means 6a or 6b verifies the authenticity 
of the account number and the password, and instructs the 
requesting financial transaction terminal 4a or 4b to enter a 
transaction request, and thereafter the financial transaction 
is performed in the same manner as usual. In the case of a 
transaction that uses only the customer name and that does 
not use a bankbook or a password, provisions should be made 
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to have the customer enter auxiliary information, such as the 
bank name, in addition to the customer name in order to 
narrow the scope of matching so that the personal 
authentication can be accomplished in a short time. 
[0026] In this embodiment, even when the customer has 
different accounts with different banks, and has different 
passwords set for the different banks or different accounts, 
if all the accounts are preregistered the customer can 
conduct a transaction using any desired account even when he 
does not correctly remember the password for each account, 
and thus the passwords can be managed centrally. 
[0027] Figure 3 is a block diagram showing the configuration 
of a third embodiment of the present invention. This 
embodiment concerns the case where verification of customer 
authenticity is entrusted to a specialized personal 
authentication organization. A joint CD center 51, which is 
connected to an A bank center 21 and a B bank center 41 via 
respective leased lines, is connected via a leased line to a 
personal authentication organization 60 equipped with a 
personal authentication means 5c ' and a personal 
authentication database 1C. Information associated with the. 
personal-authentication-based transaction being conducted 
from a financial transaction 4a' or 4b 1 installed in the A 
bank's head office or branch office 11 or the B bank's head 
office or branch office 31, respectively, is transmitted via 
an open network 70, not via a leased line, to the personal 
authentication organization 60 where the personal 
authentication means 5c' performs personal authentication by 
referring to the personal authentication database 1c 1 . When 
the customer's identity is verified, the account number and 
the password are sent via the joint CD center 51 to the data 
processing center of the corresponding bank (the A bank 
center 21 or the B bank center 41), and the financial 
transaction is thus conducted. The personal authentication 
organization 60 is also connected to other business 
institutions 80 via the open network 70, and not only account 
numbers and passwords necessary for bank transactions but 
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information necessary for other businesses is also stored in 
the personal authentication database lc ' ; here, for an 
authentication request received from the financial 
transaction terminal of the bank's head office or branch 
office, the requesting bank is identified based on its 
identifying information and the account number and password 
for that bank are extracted for transmission. 
[0028] 

[Advantageous Effect of the Invention] As described in 
detail above, in the financial transaction system utilizing 
personal authentication according to the present invention, 
a personal verification scheme utilizing personal 
authentication information such as a fingerprint unique to 
each individual person is used in combination with the 
current system that uses a bankbook or cash card in 
combination with a password. Therefore, while making use of 
the existing equipment, the present invention offers the 
effect of being able to provide a new service such as the 
service that enables any preregistered customer to conduct a 
financial transaction even when he forgets his password or 
when he does not carry a bankbook or a cash card with him, as 
long as his authenticity can be verified. 
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